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Virus’s and iOS
• As much as the word "virus" has put a scare into 

the PC world for a couple of decades, there's 
actually no need to worry about protecting 
your iPhone or iPad.  

• The way the iOS platform works is to put a 
barrier between apps, which prevents one app 
from modifying the files of another app. This 
keeps a virus from being able to spread onto an 
iPad.



So, does iOS malware 
actually exist?

• iOS devices are not immune to security problems 

• Malware does exist that can have an effect on 
your iPhone or iPad 

• It's shockingly rare. 

It's all thanks to Apple's rigid control over 
app distribution. Unless you Jailbreak your 

device, you have little to worry about.



Antivirus in the  
App Store





What can you do to 
protect yourself?



Phishing…..
Phishing is the attempt to obtain 
sensitive information such as 
usernames, passwords, and credit card 
details (and sometimes, indirectly, 
money), often for malicious reasons, by 
masquerading as a trustworthy entity in 
an electronic communication. 

Phishing is a continual threat, and the 
risk is even larger in social media such 
as Facebook, Twitter, and Google+. 



Turn on Anti-phishing

To turn Anti-phishing on: 

Tap Settings > Safari and turn on  
Fraudulent Website Warning.  

When it's on, the Anti-phishing feature in Safari will show 
an alert if the site you're visiting is a suspected phishing 
site. 



Learn how to force Quit
Here's how to force an app to close. 

1. View your open apps. Double-click the Home button 
to see your most recently used apps.  

2. Find the app to close. Swipe right or left to find the 
app that you want to close.  

3. Swipe up to close. Swipe up on the app's preview to 
close the app.



Learn how to Reset Safari

Here's how to reset Safari. 

1. Open Settings and select 
Safari 

2. Select Clear History and 
Website Data 



Learn how to Reset Safari

3.  Press Clear History and Data





Ransomware
• Many people have seen messages 

such as this, particularly by 
clicking a link on Facebook.  Don’t 
fall for this scam.  The real 
infection here is to get you to call 
the phone number, let them 
connect to your computer to “Fix” 
it, and then have them install real 
spyware.   

• If you call, they show you how the 
machine is “infected” and tell you 
they can fix it for $190 only to steel 
your credit card info and make 
charges to your card.



Ransomware
• Don’t make an errant click into a 

terrible mistake.  Force quit your 
browser to get rid of the message 
and ignore it. NEVER call a phone 
number for a computer problem 
that pops up on your screen and 
NEVER let someone you do not 
know make a connection remotely 
to your PC or Mac. 

• This can happen anywhere on the 
web but lately, many people see 
this from clicking a link from 
Facebook.



I hope your not a PC 
User…….







iOS Backup



How to back up your iPhone, 
iPad, and iPod touch

Choose a backup method 

Before you get started, learn the difference between making 
backups with iCloud and iTunes and choose the method 
that's best for you. In case you ever need an alternative 

backup, you can make one in iCloud and another in iTunes.



• Connect your device to a Wi-Fi 
network. 

• Tap Settings, then scroll down 
and tap iCloud. 

• Scroll down, tap Backup, and 
make sure that iCloud Backup 
is turned on. 

• Tap Back Up Now. Stay 
connected to your Wi-Fi 
network until the process 
completes. 

• Make sure that the backup 
finished: Tap Settings > iCloud 
> Storage > Manage Storage, 
then select your device. The 
backup should appear in the 
details with the time and 
backup size.

Backup to iCloud



Automatically back up with 
iCloud Backup

• Make sure that iCloud Backup is turned on in 
Settings > iCloud > Backup. 

• Connect your device to a power source. 

• Connect your device to a Wi-Fi network. 

• Make sure that your device's screen is locked. 

• Check that you have enough available space in 
iCloud for the backup.



• Open iTunes and connect 
your device to your computer.  

• If a message asks for your 
device passcode or to Trust 
This Computer, follow the 
onscreen steps. If you forgot 
your passcode, get help. 

• Select your iPhone, iPad, or 
iPod when it appears in 
iTunes.  

• If you want to save 
Passwords, Health, and 
Activity data from your iOS 
device or Apple Watch, you 
need to encrypt your backup: 
Select the box called Encrypt 
[device] backup and create a 
memorable password.

Backup to iTunes



Encrypted backups  
in iTunes

The Encrypt Backup feature in iTunes locks and encodes your data. 
An encrypted iTunes backup includes certain information that other 
backups don’t: 

• Your saved passwords 
• Wi-Fi settings 
• Website history 
• Health data 

iTunes doesn't encrypt your backups by default. To encrypt a 
backup in iTunes for the first time, you'll need to turn on the 
password-protected Encrypt Backup option. After you turn on 
Encrypt Backup, iTunes automatically makes encrypted backups 
for that device from then on. 





• After the process ends, you 
can see if your backup finished 
successfully in iTunes 
Preferences > Devices.  

• You should see the name of 
your device with the date and 
time that iTunes created the 
backup. If you encrypted your 
backup, you should also see   
beside the name of your 
device. 

• This is also where you can 
delete backups of devices you 
no longer own and save disk 
space

Backup to iTunes
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