Welcome

What Is WiFi?
A wireless network uses radio waves, just like cell phones, televisions and radios do.
In fact, communication across a wireless network is a lot like two-way radio
communication.
Here's what happens:
A computer's wireless adapter translates data into a radio signal and transmits it using
an antenna.
A wireless router receives the signal and decodes it. The router sends the information
to the internet using a physical, wired ethernet connection.
The process also works in reverse, with the router receiving information from the
internet, translating it into a radio signal and sending it to the computer's wireless
adapter.
The radios used for WiFi communication are very similar to the radios used for walkietalkies, cell phones and other devices. They can transmit and receive radio waves, and
they can convert 1s and 0s into radio waves and convert the radio waves back into 1s
and 0s. But WiFi radios have a few notable differences from other radios:

They transmit at frequencies of 2.4 GHz or 5 GHz. This frequency is
considerably higher than the frequencies used for cell phones, walkietalkies and televisions. The higher frequency allows the signal to carry more
data.
2.4 GHz connections are now considered somewhat obsolete because they
carry lower data speeds than 5 GHz. The 2.4 band continues to see use,
however, because the lower frequency can carry over several hundred feet.
In ideal conditions, the 5 GHz band has a max range of about 200 feet (61
meters), but in the real world, it is much more prone to interference from
walls, doors and other objects. The 2.4 band may be faster for a user
connecting to a router several rooms away, while 5 GHz will definitely be
faster for a close connection.
WiFi uses 802.11 networking standards, which come in several flavors and
have evolved over the decades:

To keep your network private, you can use one or more of the following methods:
WiFi Protected Access version 2 (WPA2) is the successor to WEP and WPA, and is now the recommended
security standard for WiFi networks. It uses either TKIP or Advanced Encryption Standard (AES) encryption,
depending upon what you choose at setup. AES is considered the most secure. As with WEP and the initial WPA,
WPA2 security involves signing on with a password. Public hot spots are either open or use any of the available
security protocols, including WEP, so use caution when connecting away from home. WiFi Protected Setup (WPS), a
feature that ties a hard-coded PIN to the router and makes setup easier, apparently creates a vulnerability that can
be exploited by hackers, so you may want to turn off WPS if possible, or look into routers that do not have the
feature.
WPA3 was released in 2018 and became the security standard as of 2020. It aims to solve some of the
vulnerabilities in WPA2 by putting much more complex encryption on both the router side and client side of the
connection. This encryption also changes over time, meaning if a hacker had managed to access an unauthorized
connection at one point in time, they would be locked out again the next time they try to connect. WPA3-enabled
devices can also add some client-side encryption while using open public networks.
It's worth noting that no matter how secure, a wireless network will surely have some method of exploit that can be
used by hackers. When it comes to sensitive government or corporate data, a simple wired connection is the more
secure alternative. In order to access or spy on a wireless network, a hacker has to be within physical range of the
router, so attacks at home are not very likely to occur.
Media Access Control (MAC) addresses filtering is a little different from WEP, WPA or WPA2. It doesn't use a
password to authenticate users — it uses a computer's physical hardware. Each computer has its own unique MAC
address. MAC address filtering allows only machines with specific MAC addresses to access the network. You must
specify which addresses are allowed when you set up your router. If you buy a new computer or if visitors to your
home want to use your network, you'll need to add the new machines' MAC addresses to the list of approved
addresses. The system isn't foolproof. A clever hacker can spoof a MAC address — that is, copy a known MAC
address to fool the network that the computer he or she is using belongs on the network.

How Wireless Mesh Networks Work
Wireless mesh networks can easily, effectively and wirelessly connect large areas using inexpensive, existing technology. In a
wireless mesh network, the network connection is spread out among dozens or even hundreds of wireless mesh nodes that "talk" to
each other to share the network connection across a large area.
In a wireless mesh network, only one node must have an internet connection. Each node added to the network shares its connection
wirelessly with all other nodes in its vicinity using one of several protocols. The more nodes, the further the connection spreads,
creating a wireless "cloud of connectivity" that can serve a large office or a city of millions.
If you only need to provide internet access to a small area, you aren't likely to see a big difference between a single mesh network
node and a traditional wireless router. For large networks, however, mesh networks have several advantages:
Wireless mesh networks advantages include:
Using fewer wires means it costs less to set up a large network.
The more nodes you install, the bigger and faster your wireless network becomes.
They rely on the same wireless communications standards already in place for most wireless networks.
They are convenient where ethernet wall connections are lacking, including outdoor areas and places where traditional infrastructure
isn't working like areas hit by disaster or military conflict.
They are useful for non-line-of-sight (NLoS) network configurations where wireless signals are intermittently blocked. For example, in
an amusement park a Ferris wheel may occasionally block the signal from a wireless access point. If there are dozens or hundreds
of other nodes around, the mesh network will adjust to find a clear signal.
Mesh networks are "self configuring;" the network automatically incorporates a new node into the existing structure without needing
any adjustments by a network administrator.
Mesh networks are "self healing," since the network automatically finds the fastest and most reliable paths to send data, even if
nodes are blocked or lose their signal.
Wireless mesh configurations allow local networks to run faster because local packets don't have to travel back to a central server.
Wireless mesh nodes are easy to install and uninstall, making the network extremely adaptable and expandable as more or less
coverage is needed.

Devices we have at our Home:
Computer’s
Phone’s
Printer’s
Thermostat
Smart Speaker’s
Apple TV’s
Roku
Google TV
FireStick
Smart Plug’s
Camera’s
Router’s
DJI Drone
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